NATIONAL SECURITY LETTERS

(RO} National Secunty letters are aninvestigative toolthar allows the FBI te obtain cenaintypes ofinformation without
coumt interventicn:

1. Underthe Electronic Commumications Privacy Act(ECPA), 18 TS.C. § 2709, the FEI can obtain telephome and ¢-mad
cammumcatan reconds from telephene compandes and moemet service previders.

I, Underthe Right 10 Financial Pavacy Act (BFPA), 12 US.C. & 341402} 3% A), the FBI canobtaim finandalrecords from
fmancial institutons,

3. Underthe Fair Credit Eeportmg Act (FCRA), 13 US.C § 168 1ufa)and (b), the FBI can obtain a st of financal
m.um.n:lum at whiach anmdiadualhas accounts, a5 well as consmmeridennfying information from credt reparting
£ T anias.

4. Underths Fawr Credit Reporimg Act, 15 U5.C. § 168 1v, the FEI can obiaim a full crednt report m anntemational
terroniam case from credst reporting Companies.

(UFOUD) FORA causes some confusion becauseit allows the FBI vo obtain differert types afinformation that are not
mterchangeable. Ineithera counterterronism case or a countenintelligence cass_the FBI may anly abtain through anMSL the
financial matinntbons that the customermaintains o7 has mamtained an account; the customsr’s nams, current and fammer
addresses; and curent and former places of employment. 15 US.C, § 1681u. A full credit report canbe obtainsd only in an
intemational terronism case of 4 cass that has anintemational terronsmmpesus, 15U S.C, § 168 1v. Wheninformation ks
obtamed from a credit reperting ecmparny in raspanss to 2 section § 168 luNSL, the requesting agent must ravisw tha
nformation to assure that the credit reporting company did not provide a full credit teport. [fit did, the agert must redact any
avarproduced infonmaticn

H5L CREATED OUTSIDE FISAMS (Aodel ECy and N5La)

(U FOUD) NSLs should be createdm FISAMS, Ifyouhave ateasonto create an NSL outdde the FISAMS subsystem (see
DIOG 18.6.6.3.7). then vou must use the Model ECs and ¥5Ls (below), andthe Depuny General Counsel of XELT rnast
appravethe EC. Befors voucreate an MSL outside FISAMS, readthe "Cuidance forM5Ls Created Ourside

FISAMS® (under "FBI Ressurces” on the tight-hand ¢ shimn).

Electromic Communications Privacy Act (ECPA) E-mail Subsedber EC

ECPA E-mail Subscriber NSL

ECPA E-mail Transactional EC

ECPA E-mail Transactional NSL

ECPA Talsphene Subserber EC

ECPA Telsphene Subsenber NSL

ECPA Telaphens Toll Biling Recard EC

ECPA Talephont Toll Blling RecordM5L

Fair Credit Reponting Act (FCRA) (2 & b) (klentity of fmancialnstitutions and consumeridentifvinginformation) EC
. FCRA (a & b) (dentity of financial mstiutions and gopsurnes identifvingm formation) W51

11, FCRA () (identity of financial mstitutions) EC

R

]
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12, FCRA (a) (identaty of financial institutions) NSL

13. FCRA (b) (consumer idertifying information) EC

14. FCRA(b) (consumer identiflvmg infommation) NEL

1 5. FCRA Full Credit EC

6. FCRA Full Credit WSL

17. Eight to Financal Povacy act (RFFA) (Enancialrecords) EC
| 8. RFPA (financial records) NSL

19, BFPA (comespondent account) EC

&

. RFPA (comespondent account) NSL
LEGAL STANDARD: "RELEVANCE"™

¥

(LFFOUD) The legal standard forissmuang anN5L is “relevance” to an authonzed investigation to protect against intemational
terroqem or clandestine inteligence activities. An mvestigaton of a United States person

(USPEE) cannotbe conducted selely onthe basis of activities protected by the First Amendment of the Constination. AnNSL
may be ruedin a prelimmary or full mrestigation. Thetarget of the NSL does not needia be the subject of the

investigation NSLE hascreated a trainingmodule on Vietual Academy that discusees all aspects ofNGLs You are encouraged
totake the course if youhave not dona so recently. Seanch for the term “Mational Secunity Letters v2" in Vinual Academy



AFFROVAL ALTHORITY

(U FOUD) A pegaest for an N51 hastwo parts. First i the NSL iself, andthe secondis the EC approvingissuancs of the
NEL, bothefwhich ars dssumssed bebow. The Dwector bas delagated the authomty to 2 N3Ls andto certtfy the nondisclosus

requrement to the followmg FBI officals

Depuiy Director

Exseasive Assintarn Director

Asnstant EAL forthe Natonal Seomiry Branch

Asgistant Dirzetors and aBDADs for CT, C1, CyD, andthe Weapons of Mass Destruction Dzectorate
General Counsel

Deputy Genesal Commaal For the Natienil Secursy Law Branch

Assstant Dosctors m Chargem NY, LA, and D.C.

All 5ACs

& & ® @ & @ @ @

(U FOUD) A copy ofthe Szned N5L must be retainedm the rvastigative case fle anduploadedundsr the apprapriats NSL
doswnen tvpein Semmel 3o EC daed 3 907 formore detads onthe NSL doomment tvpe.

THE N5

(U FOU0) AR N5Ls mwust be addressed o the specific paint ofcontact, which ars Bsted in FISAMS. All X5Ls shoubd idsntify
the statutory suthenty fosthe request the 1y pe of teconds :eq.slai;ndpm\rd:dmhﬁmgmfmmm assist the m:lpl.:mm
pruceurglheramﬂ

(U OO All NSLs pequurs 3 certific atbon that the r=conds Imld:l:l’ll‘tl‘l[fi‘lﬂl:ﬂ an authonzed mvestigabon to protect agamst
mtsmational teronsm o clandestme mteBgence activities and that anmvestigation of a United States personis net conducted
solely onthe basis of Fast Amendment rights. The certification for a ssetion 1868 [vNSL cetification s shghtly &ffsrent lo
reflectits apphcationts enly it srmatienal tasresam v estigabons

(U 'FOUD) The recipaent of anN5L s mfomed ofhis oght to challangs the nendisclo sures provision aswall as the NSL itself if
complance would b unreasonable, eppressve. or otherwise unlawful The recipient i also nformed that be may retumthe
information to the FB] via federal express, secure fax, or personal defivery but nct wa regular mail or nen-ssoure fax.

THECOVER EC
(U FOUD) The cover EC serves five fumctions

I It documents the predication fior the undsctying mvestigation and that the information sought is relevant to an authorized
e estizshen

[t docwments the approval ofthe NSL by appropriate personnel

[t dooements cersfic abion of the necessty fornondisclosure if one is mchaded.

It contains mformation needed to fulfil Congressional reporting requirements for eachtype ofNSL (subject’s USPER

status, type ofNSL issued, andthe mumbero fphons nuembers, eamail addresses, 3 coount numbers, o individual records

bemg requestedin the NSL)

3. IftheNSL ks created outsade FISAMS, the EC ransmuts mformation needed to fulfill Congresstonal reporting
reqarements to N5LE andto CTD, CD. CvD, ot WMDD forinfonmational purposss, and, inthe cass of personal
service, to the approponats field drimon for dslivery ofthe N5L.

= Ih.ll.l-

(U'FOUD) The EC mustreference an investigative case fle - not a control fle -- for which the informabonis sought. See EC
dazed 233 2007 The EC ronsst set alead1o NSLB for informational and reporting pusposes and a leadto the relevant HQ
ag:hﬂmlw (CTD, €D, CvD, or WMDD) formformational purpeses. Thereis no needto senda hard copy ofthe EC or

to NSLE ar the ||:h'rm'HQ operational ut

INCLUDING A NONDISCLOSURE REQUIREMENT IN AN NSL

(I FOUD) [fmondisclosure of the NSL is sought, the EC mus sat forth the factual predicate forimpotingnendisclosure. The
certification supporting a nondisclonae chligabon must assen that dsclosure may endanget nattonal secusity, interfere with
crermnal, countstemanam, of counterntsibgence mvestigation; interfere with ﬁphmhc relations; or endanger the life or safety
;:lmrp\mm Accordingly. the EC must establish why any ofthose dangen may asise from duclowire of the NSL

imbilities mchads:



(U FOUC) Disclosime mav premanurely disclose 2 national secusity irvastigarion to the subject of the mvestigation and thereby
cause himorhsr 1o change his or bier behaviorto thoar detection.

(U FOUD) Disclomme may prematumely disclose a natwnal secumity mvestigation to the tazget ofthe NSL and thersby canss ham
arherto change buz or hex behavsorto theeast detsction ot cawse hirn ex her to aler th: subject ofthe Bvastigabon.

(U FOUD) Disclonze may prematusely disclose 2 national security investigation to mdividuals whe work with or are affilated
wath the subject ofthe investigation, the targat of the X351 ar the subject matter of the national secunty mvestigation and
thersby canse thoze individualz 10 changs their bahaviorto thwan detection or cause them to alert either the subject of the
mvestigation or the target of the NSL.

(U FOUD) Disclosurs may alert other individuals enga gedin intemational ramreriam or clandestine intelligence activities who
use the services ofthe NEL recipient from which the FBI atks for information and thereby cause thos: mdividualsto change
their behaviarto thwart detection.

(U FOUDY) Dhisclonas may persuads thoss engaged mmtemational varonism or clandestine ntellisance activities to avoid
patronizingthe entity knownta be the recipient ofrequeststo provide mformation to the FBL and thereby allow those persons to
thwan datection

(U FOUO) Disclosurs may prematurely discloss 2 natienal sscurity mvestigation and thereboy cause surveillance techmiquesto
be compromised arresult in 2 dangerto undercover FBI emplovees and confidential sources.

(U FOUD) Disclosure may prematurely discloss 3 narional secunty investigation and thareby provide an opporturity for
someons bo create pusntonally fawed (ie | compromised) foreign inteligence.

(U FOUC) Dhsclosure may prematurely discloss 2 national secunity mvestigation invalving a hostage situation and
thersby rasult in a dangsrto the life er physical safety of 2 hostage or FBI employees trying to rescue the hostage.

(10 FOUQ) Disclosure may prematurely diselose a national secumity investigation andthereby and thereby cause the subjectof
the investigation or 2 matenalwitnass to flee or to destroy or tamper with evidence.

(10 /FOTMD) Disclosure may prematurely disclose 2 national secumity investigation and thersby resultin publicity that makes it
difficult forthe nubject ofthe mvestizabon or others to receive a fair tnal

(U FOUQ) Drisclosurs may prematurely discloss a national security investigation invalving animmanent threat to terronism and
thershy resultin a dangerto the bfe or physical safety of others.

(I FOUD) Disclosure may revealthe existence of a national secunty mvestigation mvolving a foreign govemment andthereby
damage diplomatic relations.

(/PO This list is not exhaustive. There may be otherreapons why an NSL ghould not be disclosed, andif o, those reasons
should be set forthin the EC.

APPROVAL STANDARD FOR NSLs

(U FOUD) N5Ls createdin a field office are revvewed by COCs, while N5Ls created at FBIHG are reviewed by NSLB. NELs
st meet the legal standards set forth above, namely the information sought must be relevant to an authonzed national secuity
mvestigation. The EC must contam withinits four comers sufficient informatonto allow a reviewer to determane the
information scught is relevant to an authorized national secusity investigation

(U FOUOD) The legal review conducted by the CDC i siralar to the factualreview the SAC conducts when certifymgthat the
MSL 13 rebevand ta an authorized national secunity investigation and that the mvestigation s not based solely on the exercise of
First Amendment rights by a USPER. An SAC cannat conduct the final review and approve the N5L when presented only with
barebones mformasion of the existence of an mvestigation and, for example, the target'stelephone number orbank account
mamber. A concise recitation of facts that supports the initiation and the continuatien of the investigation is necessary forihe
SAC to cenduct the final review andthen appooy e the NSL

NOEXIGENT LETTERS
(U FOUD) The practice of using sxigent letters to obtain NSLaype informationis probibited. See EC dated 312007, 319X.



HQ-a1457720-0GC, Semtal 531, Instead a Vobmtary Emergency Disclonwe Form [ED-1053) izsed mmnder 18 US.C. §

2707 should beused FD.1053 describas tha cirrumstances uﬂ:humcty:m and requests that the recipient make a
determinarion that “an emerpmcy mvokmg) mt&ak danger of death or sedous phy seal mjury 1o amy parson justifiss
diselonmre ofthe mformaton” 18USC. § 2702 (b)E)and (2)(4) The dsclenm: dessnotneedto be E-}]lnn!dh?]rgﬂpmuﬁ.
althoush some recpisnts may :.ﬂ:lh.l:leplpuceuhe servad an themin the future before they wall release the mformation

REPORTING REQUIREMENTS

(U FOUQ) N5LB i= raquired to r=part information abowt N3L usageto Congress. [tis crucal thatthe portion ofthe EC that
addrasgsy renorting requImements s accmate. Whale an EC may cover mors than cnetargst, maors than ons acoount, and
evenmore than one recipient, the EC rmee delimeats the nernbar af targetod phone numbars, e-mail accounts, fnanasl accounts,
and or credit agency reports that are issusdto each NSL recipient. For example. if there are three targets and fve e-mail
accounts, and wo sarnce providers who =il be the necipients of the N5L, thenthe EC must state hawmany accounis

ars amsociated with the NSL issued to eachrecipient. Itis not sufficient to Bt in the EC that thers are five e -mail accounts and
two recpients. FISAMS autematically talies statistics needed for congressional reporting, so drafters and reviewers should
verify that the statistics are acourately Teported m FISAMS andthe sameis scourately reflectedinthe EC.

(0" FOUD) The FBI must akorepart to congress the USPER status of the target ofthe NSL (as opposedto the subject ofthe
mwestigabon) While the mbject ofthe mvestigation = often the target ofthe NS sometimedthatis notthe case. Therefore,
the EC mast memerialize the USPER stans of the targst ofthe N5L, Le., the persenwhose mfonmation the FBI s obtaming, [f
the FBlis chtaining information about more than one person, the EC must reflect the USFER status of eachperson

(I FOUD) Information chtwmed usng an NSL may be dissermnated in accordance =ith general tandards set forth in

the Attomey General Guidelines for Domestic FBI Operations (AGG-Dom). Dissemination is farther subject to specific
statutory beitations. Forexample ECPA 18 USC § 2709, andRFPA 12 TUS.C. § 3414(aX5B), permit dissemination if the
nformatien is cleariy relevant to esponsibilities ofthe recipient agency, FCRA L5 UEC § 1681u peemits disseminatsan te
other federal agencies as may be necessary for the approval or condust of 3 coumterinteligence investigation.

RETAINING NSL INFORMATION

{U/FOUD) All responssve recasds remain with the mmvestigative fils until the fils is destroyed in aceordance with the National
Archives and Records Adminestraton

REVIEW OF AN NSL NONDISCLOSURE REQUIREMENT

(U FOUD) The USA FREEDOAM Act of 2015 requires the FBI to review ai centaimintervals during the mvestigation all
Natonal Secunty Letters (NSL) that mcheded a nondisclo sure requirement pma.rt:up:u':tdu:udapled by the Attomey
Gemeral Purmuanstothe dttorne Ganaral Termination Procedura: for National Security Lattar ‘mnn'];r.l’::uui-rquﬂmm
(Procadures) issued Nevember 24, 2015, the review is to determime whether the nondischosure requiremnent 3 an M5L thould
contimue oa be temmnated. Under these Procediures, the nondisclosure requirement of anNSL shall terminate upen the clesing
of amy mvestigationin which an NSL centamng a nondsclonre provision was issued except where the FBI makesa
deterrmena tion that one o fthe exstng stanatory standards fernondisclosure s satsfied  Parsuans to the Procediures, startmy
Febroary 11, 2016, when (i) anopenmvestigative file reaches its third-vear anniversary (Le.. three veams fromthe Sentinel case
epening date) and (0) anmvestigative file i closed, anNSL nondisclosures review must ocowr. [fanmvestigabions clesed
before s thard-vear anniversary, then the NSL nondasclosure review wall oceur ence, thatis, when the investigation closes.
There are ne N5L nondisclosas teviews bevondthe third vear anniversary and orwhen the mvestigative file is closed.

(U FOUD) Sentinel identifies when an NSL nondhsclonure review must ccour On 2 daily basis, Sentmnel searches for any
mrvestigative e that kas reachedits thrd-vear annivenary cewas closed. Sentinel then automatically sets a lead 1o the current
superviser of the "Ownng Squad” from whach the NSL was smoed. The supervisor may complete the review or reassign the
leadto the agent idenzifed 1 the “Prmary Case Manager® of to another person, such 31 ancther case manager o7 a case
partcpant  The Sentinel gensrated lead sheudd be covered ondy aftes each NSL issued in the mvestigative fils hasbeen
reviewed and anindividual determination s made whether the nondisclosure requarement should contine ot be tenminated The
NSL nondisclorure review must be documented m the FTSA Mana gement System (FISAMS) in the same FISAMS workflow
assignedto the NSL.

(U FOUD) The NSL nondisclonms review conasts ofthe case agent astigned to the mvestigation reviewing the NSL andthe
bams formusially mchodng a nondisclosure requirement. The case agemt then assesses whether the nondisclogure re Li'd
thould contirue ormay be termanated based onthe currens facts and cwcurnstances sumeunding the investigation. DIOG Section



13.8.6.3.7 1 bats several potentialreasons wiy the nomdesclonome requirement should passibly contimes. The bt i3 ned
exhaustive, 5o ifthere are otherreasons that explain wity an NSL nendisclosse requirement should contimae, the EC shauld
explam those reazons. The presumptionis that the 5L nondisclosurs requirement ol be terminated unless sz is an
aniculabls bagis 1o contmus . After the case agent hasmade the detesrmination to contimes ey temate ¥51 sondisclazure
requirernent and created the EC in FISAMS memomalizing the determunation, FISAMS will sendthe EC to the 554, CDC,
ASAC, andSAC forreview and approval Ifthe SAC approves tenninating the N5L nondizclosurs raquirement, FISAMS wall
createa better for the SAC 10 sign and sendto the NSL recipient anneucing the FB] has terminated the N3L nondizclopure
requiremant.

(U FOUD) The review of an NSL nondisclosure raquirement shauld be completed vathin thaty (30) daveofthelsad
asugnment. The Semtinel gensrated lead should be covered only afterthe review of all the NSLs in the investigative file has
been completed

CLASSIFICATION OF EC AND NsL

(UFOURY) Although the EC authonzngthe NEL 5 classified because it discussss the undedying investigation, the N5 #self
is not classified, nor is the material received i response to the NSL clasmfisd Information obtainedinresponse to an¥SL mav
beusedin cimunal proceedngs without declassification. However, if the mfonmation conceming the account mumber, talephone
munber, or subscriber used in an NSL was mstially obtamedthrough the results of a FISA, the DOFs Offics of Inteligence may
censiderthe imformationto be FISA-denved and therefore needs Attomey General approval befere wsing the NSL results in
caminal procesdings.

POINT OF CONTACT FOR NSL RECIFIENTS

ient of N3Ls, please wisit the SharePaim site
cormpletz the form, and then subrmt the form by
chckmg “3ave” The FISA Unit vall review vour changes andincorpocate them into FISARMS,

ADDITIONAL RESOURCES

I, ECdated 33720035 319X-HQ-Al487T20.0GC, Sarial 20, which authorizesthe use ofretum dates

2. EC dated§ IRT005 3190-HQ-AL48TTHLOGE, Senal 24, which relates touse ofrestricted delivery services 1o ssrve
NSLs

5. ECdated 3207006 319X-HQ-A1487T20GC, Serial 213, which permits the FBIto serve NSLs by non-secune fax
under certain eonditions.

i ECdatedd 111006 319K-HQ-A1487720-00C, Senial 221, which relates to the FBI's reimbursement poliey for MSLs

EC dated 4472007, 315X-HQ-A1457720-0GC, Procedures for Redactmg N5L Besults

6. ECdated 11302007, 319W-HQ-AL4ET609. OGC, Senial 24, which relatesto the creabonofthe W51 subsysternin
FISAMS

T ECdated§ 107 319X-HO-A1487720, which provides puidance on the use, requirement, and reportng o fNSLs
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